
UNCLASSIFIED r’ , %177’7?#
Security Classification

DOCUMENT CONTROL DATA - R&D
fs.cwio. cl... ifmmmm.11111.,t==o .1 .b.tr.ct and !.d.x~.e =M:.tj.. ~..t b. ..t.md -+.. *. ...,.fl ,.mrt i. . k.. !ll.dJ

ORIGINATING ACTIVI?Y (Cow,.,. author) 2.. REPORT SECURITV C LASS(FlC&740N

rechnical Requirements and Standards Office Unclassified

. . G . Hanscom Field Zb GROUP

ledford, Mass. 01730 N/A
REPOR? TITLE

A SYSTEMS APPROACH TO COMPUTER PRCG RAMS

DESCRIPTIVE NOTES (Tnw of “Prf ●nd 1..1..1.. date.)

None
AUTHO R(S) (L-t rim.. II”, n.m., 1“111.0

Pokorneyr Joseph L., Captain

$4itchefI, Wallace E., Captain

REPO RT DATE 7,. TOTAL NO. OF PAGEs 7b. NO. 0, REFS

February 1967 17 6

. . CONT@AC7 OR GRANT NO, I s.. 0R,0,NA70”.S “E-o”? N“w.c”($,

IN-HOUSE

!

ESD-TR-67-205
b. PROJ,CT NO.

c. Sb. ;;aW:yHf PORT NtiS) (A “y dh., numb.,. (h., may b. .,.,~.d

d. \

0. AvA lLABILi TY/LIM17AT10N UOTIC

@.le%* w? w.%

1. SUPPLEMENTARY NOTES 12. SPONSORING MILlrAITv ACTIVITY

Technical Requirements and Standards Office,
Electronic Systems Division, AFSC, USAF,

L. G . Hcmscom Field, Bedford, Mass. 01730

~. ABSTflACT

Recent experience at ESD in acquiring complex computer based systems
has identified a deficiency in existing systems management techniques
in the area of computer programs. The systems mariagement techniques
generally in use were designed for “equipment)’systems and need to be
expanded to include computer programs. This paper describes an ESD
approach to adapting existing AFSC system mariagement techniques to
computer programs. Procedurea for insuring system compatibility,
design integrity and technical control are discussed and a method
for achieving design verification and qualification is presented.
Particular emphasis is placed on the relationship of these techniques
to computer programs as elements of large computer based systems. The

application of these techniques is illustrated through selected examples
taken from current ESD system procurements.

D ,5?%1473 UNCLASSIFIED
Security Classification



UNc-m .
SecufityClassificaficm

4. KEYWORDS

Systems
Computer Programs
Systems Management.
Management

INSTRUCTIONS

L ~R2GlXATfNG ACT2V2TW Enter the name ad address
,i the contractor, subcontractor, grantee, Department of De.
lense activity or other .rganiz.tion fcowormte author) ksstring
the repo*.

2.. fff?PORT SWXJ=TY CLASSIFXCATEX+ f3.ter the ..-
.1} secwrity clee.if ieaf iari of the reFe*. I.sli. ate whetbei
$’Re=tffct& Data,, is in.ltAe& fda&iw is tO b- i. S..SS6
r.n.e with sppap,iete secwity :egufatior.s. ..

26. GROW. Aut.matic downgrading 1s specified in DOLI 2H-
mctivs S2WL 10 ad Armed Farces Zndust$ld Manual. E.tu
the S.WP .urabez. Al.% vzfm. .PP2icah2c, show that optional
markings have been used for Group 3 and Group 4 . . s“Cbor-
ized,

$. REPORT TIT2.& Enfer the compkfe rep.* titk i. *}
c.pitai l-tern. Tifien im *) cane. . hould be vriel ..*M ied.
lf . me..in#td tifie cefmot be selected without ckx+ifi.-
tion, show tif2e classification in W ..pitsls in parenthesis
hmnedi.tet y foN owing the title.

$. DESCRIPTIVE NOTSS If appr.pri.te, enter the type of
mpzt, a. g.,. iat As, prc.gress, swnmaw .ntud. or finaf.
si.e the is=fusi~ e date. when . sp.cif i. rep. rting period k
CQ.ered.

5. ADTHORW E.t er tbe “em.(s) of e.thofis) .s shown on
m i“ the report, EnfeI test mane, first nmme,tnidd2einitie:.
If ziiit.ry, sfmv r.nk ..d brcimshef eerviee. The w+-. .f
the principal amhor i. en .bselttle minim”ni requisemesf.

6. REPORT DAT= S3.+=, the date of the mp.r! as day,
month, yea< or me.tb, yeas. N mm. than one d.fe appear.
. . $ke sep.?f, .s. date of piibk.tion.

7.. 3x3TAL NIN4f3ER OF PAGE% The totkd p.~. count
.hauid fofl.w nm-mnfpagination pm. edures, i..,, enter the
number of page. .o”t.inlng Inform.tiom

?b. NGMSER OF REFERENCES Enter the t.tel number of
references cited in the report.

8.. CONTRACT OR GRANT NuMBS3R. If e+ps~si.t., ..tei
the wiiceb}e matmbetof the .o.fs..! or gsasf wider whiih
the tw7f was s++wew

86, k, & Sd. PROJf2CT NUMEER Enter the appropriate
militnry department idcatific ail on,.UCh as project number,
=.bpx$ject rwsbez. .Y.t.tm number., task ..mber, et=

Ye. !2FNG1NATOR’S REPORT NVMSER(S> Enter the ofti-
ci.1 report number by whkh the dacumemf will be identified
.nd co ntralIed by the orkglrutlng actMt y. TMS number s?=cd
be unique t. this ?epo?h

9kn OTHER REPORT NWdRKRW rrthe=PS*h- ba-
.?.sisned.-ye$beszepotinumbers feith.. bY the .rttlina to.
.s by the .PQn.at), *1- ●tier tfd. number(s).

10. AVA2LAffILfTY/Lfftf2TATfON NOTICES Enter row lint.
itations on furtk di..emia.tion af the repmt, ofhur thsn thos

*
—

L1
**L E

—

r-
Xz.._

—

—

— —

.mrmmedby security .I..slficati.., usins stamdnni .tntn!nnmts
ntch es:

(1)

(2)

(2I

. .

(4>

(5)

..

- AU di,tiib”ti.n of this report 1S COlltMttC& %-
ified DDC . sers .h.li req.. w ffirougb

, ,,

If the rep.rt h.. been funii.hed w the Office ef Tedmkxd
Services, Dew+Ftrme.1of CO--.., $.. de le the F+We, kid>
c.le this fad and en!- the p;ke, if ksQw~

1L SUPPLEMENTARY NOTES Use for additior,ef ..pI-
kmy mates

22 sponsoring M1f.lTARY AW.VST- Enfer the nameor
the deemrfm..t.l pmjet afflce .C I.b-ar.tary sprmsadng @E-
tnif for] the resemch snd develogmenf, l.cl”de sd&ess,

13. ABSTRACT: Enter. . ebstru.t Kiving. brief and fa&u&:
$“rnrn.ry of tie doc.ment i.dic.tive of the reporf, even thau@I
M m.y . k .ppe.r .I.emkre i. fk body of the te.kde.} m.
pcwi, If addi$iaaal apace is reqwired, . .cwitiaw.+iori ahee$ *h*i]
be attsched.

Ii is highly desicabfe that fh. abstract .f ckaaifi.d IspQsts
be .nct...ified. E..b paragraph of fhe .bsfract shalt end w!th
nn indication of fhe miKfmry sec”clty .Iasdfkml.n d the im.
fornmtio. in the pamgmph, represented .s fTsl. csl rXJ. . . CUJ.

There is no Iimitsf ion .n fhe $engfh of the .bstmct. f-f.w.
ever, the suggested kngfh is from 150 t, 225 WOKS=.

14. SEY WORDS Key words arc tech.icatly me.ningfut twmm
m short phrases thnt characterize a rep.rf and m8y be t?siu~as
knde= entriee for cmtedwgimcfhereport.ffeywmdm meuibe
selected 60 fh8t no security cl..sification is reqwired. fdenfJ-
fiem, such as equipmen%mcdel desigs.tie% trsde =sae, =Mite?
@j..t code ..-., se%w=apbic i...tio% sw be iw.ds, k-y
wsxh but Will be followed by as isdicatios af tdudssl cQ$i-

text. l%. ae.e.igmunt .f fink., N2es, and weigkt. in .ptiomL

LmcL&ssY’F~
Security Clessifiration



ESD-TR-67-205

A SYSTEMS APPROACH TO COMPUTER PRCG RAMS

TECHNICAL REQUIREMENTS AND STANDARDS OFFICE

ELECTRONIC SYSTEMS DIVISION

AIR FORCE SYSTEMS COMMAND

UNITED STATES AlR FORCE

L. G . Hanscom Field, Bedford, Massachusetts 01730

I Diswib.t ion of this document

is unlimited.

1

Joseph L. Pokorney, Captain

Wallace E. Mitchell, Captain

February 1967



. .

FOREWORD

,,

This report,was prepared for presentatlon at the Boston IEEE .Section,
Reliability Group, and U. S. Air Force, Electronic Systems Division
Joint Spring Seminar held 27 April 1967 at L. G. Hanscom Field,
Bedford, Massachusetts.

REVIEW AND APPROVAL

This technical report has been reviewed and is approved.

f&~~&,&d

RANK E. BRANDEBERRY, Colone , USAF

/“Chief, Technical Req&ement and
Standards Office

ii



ABSTRACT

Recent experience at ESD i.nacquirin~ complex computer based systems
has identified a deficiency in existin~ systems management techniques
in the area of computer programs. The systems management techniques
generally in use were designed for l’equipmentj’systems and need to be
expanded to include computer programs. This paper describes an ESD
apprOach tO adapting existing AFSC system mana~ement,techniques to
computer programs. Procedures for jnsurin~ system compatibility,
design integrity and technical control are discussed and a method
for achieving design verification and qualification is presented.
Particular emphasis is placed on the relationship of these techniques
to computer programs as elements of large computer based systems. The
application Of these techniques is illustrated through selected ,examples
taken from current ESD system procurements.
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SUMNARY

Recent experience at ESD in acquiring complex computer based systems haS

identified a deficiency in existing systems mariagement techniques in the
area of computer programa. The systems management techniques generally
in use were designed for 1’equipment!!systems and needed to be expanded
to include computer programs. This paper describes an ESD approach to
adapting existing AFSC systems management techniques to computer programs.
Procedures for insuring system compatibility, design integrity and
technical control are discussed and a method for achieving design
verification and qualification is presented. Particular emphasis is
placed on the relationship of these techniques to computer programs as
elements of large computer based systems. The application of these
techniques is illustrated through selected examples taken from current
ESD system procurements.

INTRODUCTION

Systems Management

The coneepts of “Systems Management!’within the Air Force are well
established in the 375-series Air Force regulations and Systems Command
manuals. After many years of experience the procedures for managing
systems acquisition have become highly structured and highly detailed
in some areas. At the same time the systems management structure has
been kept general enough so that the techniques can be easily applied to
any large system (whether it be a missile system, an electronic system,
an aeronautical system, etc.) and can be selectively applied to small
procurements.

Effects of Computer Programs

Since the development of the Semi-Automatic-Ground-Environment(SAGE)
system in the late 50 !s, the use of digits 1 computers and computer programs
haa played an increasing role in military systems. Here at Electronic
Systems Division (ESD) almost every “L” system developed in recent years
has been intimately involved with computera and computer programs. In
spite of the extensive application of computer programs, their role in
systems haa not been well defined nor generally understood. Typically,
‘Systems ManagementJrhaa been applied to the collection of equipment,

facilities PersOnnel, dOc~entatiOn, etc., that comprise a aystem,without
regard for the computer programs within the system. To some extent this
may be due to the self-imposed independence of computer programmers and
analysts from the engineering discipline. But to a greater extent it is
due to a lack of understanding of computer programs and their design and
application. In part, this lack of understanding is because of the



inherent properties of a computer program. ‘TIEcomputer program i.san
elusive and intangible object. It cannot be readily seen or felt and
thus is difficult to describe.

Thie lack of understanding has not~ however} prevented computer
programs from becoming an important element of many current systems.
Unfortunately, the Systems Management techniques have not yet recognized
the impact of computer programs on systems development%. Thus computer
programs in the past have f’ailedto receive the proper nsystemst’emphasis
required to effectively utilize them within a .sysiem. Typically$ a syskem
under development has progressed well into Lhe detailed design stage and
often into fabrication while the computer programmers hare been left in a
vacuum to design and code the computer program with only a minimum of
guidance. When the equipment and computer programs are integrated, the
problem start: Functions that each group (engineers and programmers)
thought the other was responsible for often are not being performed a%
all; interfaces between computer programs, equipment and persOnneI are
incompatible; essentially, the system will not work. The resuit is often
extensive redesign of equipment and computer programs with an accompanying
increase in cost and delay in schedule. Frequently all or most of the
redesign effort is placed cm the cumputer programs because of their
inherent flegibility. Continued capitalization on the flexibility of
cmnputer programs to correct system deficiencies, without due consider-
ation Of systems effectiveness> will eventually place severe Imitations
on the computer programs within the system.

In the past year the Technical Requirements and Standards Office of
ESW has undertaken the task of expanding the established systems management
techniques to include computer programs as an essential element of tha
system. The result of this effort has taken the form of supplements~~ 2
to the AFSC 375 series manuals that can be used as the basis for future
revisicms to these manuals. Essentially the activities of systems
management have been applied to the fundamental1 elements of systems as
i~ustrated in figure 1. Typically, an Air Force S@em prOgIWiI ~ffiC3
is organized along the five sub-areas of management shown in figure 1.

Activities represented under Program Control and Procurement and
Production tend to be of an administrative nature, covering such matfiers
as budget, schedules, costs and contracting.

As depicted, the major task is System Engineering. This activity
accomplishes the primary job of maintaining technical control of the
system program in all its aspects.

Configuration Management and Test and Deployment are closely
associated with System Engineering, but are separated far special
consideration and responsibility. They pertain, most directly> to the
major sysiem elements: equipment,facilities, and computer programs.

2
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T%e inclusion of computer prograns as a major element of the ~stem,
as illustrated in figure 1, represents a poini of departure frow the
existing system management techniques.

COMT+JTERPRQ3.AMS WITHIN A SYSTEM

Mhat is a Computer Program

Definitions of computer programs are as varied as the systems within
which they function. Within the context of systems management, howevera
we do not require a concise technically accurate definition that is
acceptable LO all, but we must liuit computer programs ta some class of
objecis that we can effectively manage. For this purpme, computer programs
are defined as a sequence of coded instructions and data contained cm
msgnetic tape~ punched cards or some other appropriate medium in a form
suitable for insertion into a digital computer. Within the centraetual
entities defined by the Air Force, i.e. manufactured P~~fi~ts~ data
(documentation], and services, the computer program possesses properties
similar to a manufactured product and similar to data items. Because af
the similarities to equipments and a desire for effective technical
ccmtro~, the Air Force and NASA have chosen to class all computer programs
as nanufactured products, i.e. contract end items.

A Functional Element. The computer program is as much a funetional
element of a system as is a fae.ility or a pieee of equipment. The eompute~
program usually performs functions that were performed by equipment or
persomel in the past. It generally performs these functions with more
speed or acew%cy than was previously available and thus has become an
essential element of the system. In many instances the computer program
is basically a set of automatic operating procedures.

System Compatibility. Since the computer program is a functional
element of the system, it must interface with other system elements. AS
with other system interfa&es, a11 of the computer program in$erfa~es must
be accurately defined throughout the system design process. The obviaus
interface between the computer program and the computer is only the
beginning, for the computer program will alsa interface with other
computer programs, external equipment and personnel.

Design Integrity. Throughout the design and development of computer
programs, emphasis must be placed cm design integrity. Ia the computer
program, as designed, cost effective in terms Of system thing, use Of
available comtmter memory. etc.? Will the computer program satisfy all. .
of the design requirements? These and other q~estio~s
asked throughout the design and development process.

h

must be con~inuously



performance Verification. The complexity of a computer program
requires that a systematic.test program be used to determine compliance
with contractual1 requirements. The performance of both individual
computer programs and the tots1 system must be verified. It ia not
unusual for the testing phase of computer program design and development
to represent 50% or more of total computer program costs.

System Implications

The definition of computer programs as deliverable contract end items
is the basis for including computer programs in the systems approach.
Established systems management techniques must be tailored, thOugh, tO
effectively manage computer programs within a system. The systems

approach must be tailored to take advantage of the similarities between
equipment and computer programs while catering to the uniqueness of
computer programs.

Support Items. Computer programa require most of the support items
that are normally required for equipment. Thus operator handbooks,
manuals, etc. must be written and verified for computer programs.
Training requirements must also be considered as well as manning requirem-
ents for the operational system. In addition, expendable supplies such
as magnetic tape, punch cards, etc. must be made available.

Production. Production, in the sense of manufacturing a quantity of
Ilchinesecopiesjlof a piece of equipment, does nOt apply to cOmPuter
programs. Once the initial design and development is concluded and the
computer program is qualified, production is completed. Reproduction of
a computer program on magnetic tape or a deck of cards to obtain an
identical copy is a relatively simple and inexpensive process involving
only peripheral computer equipment.

Spare Parts. Unlike equipment, computer programs do not wear out
or degenerate as a function of time. Unless tampered with, a sequence of
computer instructions will continue to p’erformthe same function endlessly
until the computer program is affected by some external source. True,
failure may occur within a computer program, but the failure is always
due to a latent design deficiency. Obviously, then, spare parts are not
required and provisioning, useful life, interchangeability, etc. do not
apply. Since the computer program does not require spare parts,
maintenance in the accepted sense of the word does not apply. There is
however, a term t~Maintemnce of computer programs!’that refera to the
continual process of correcting latent deficiencies and implementing
modifications within computer programs.

Reliability. Since a computer program never wears out it is virtually
impossible to predict or analyze failure rates. Any failure of the computer
program is a latent design deficiency and its occurrence cannot be predicted.

5



It is obvious then that a computer program cannot be designed for rel$abllt$y
and cannot be tiestealor evaluated for reliability. ReIiabiIity does not
aPP& tO cOmPuter prO&ram~ as end items although the computer programs
may be used to enhance system reliability.

Impact. The definition of computer programs as contract end items
with~ystem provides a veh~.cle for emphasizing this important system
element. Sufficient analysis conducted early in &he system design can
identify those system requirements that will affect the cemputer program
design. If, for exanple, modular camputer programs are required or
multiprograrnningis needed, these requirements can be identified before
the detailed design of computer programs cormnences. This approach allows
the Air Force to satisfy many of’the objectives of DOD directive 3200.93
such as establishing iirm and realistic performance specif’ications,
precisely defining interfaces and responsibilities, identification of
high risk areas, and establishing firm and realistic schedules and cost
estimates during the acquisition of computer programs.

THE SYSTEMS APPROACH

Specification of Requirements

In applying the systems approach to computer based systems the
computer programs must be given !Ieqnaltimet$even as early as the
conceptual planuing for the system. Early conceptual studies must
consider the computer programs as a vital element of the system. The
effects of performing functions by automated methods, as well as electrical
or manual metheds, must be considered. The system apecification should
ident,ify a11 of’the system/design requirements for the tota~ system. In
allocating the system requirements to system segments and contrack end
items~ extensive analysis of the trade-offs betwee~ equipment~ computer
programs and persormel muet be conducted. The result of this system
analysis effort is to establish a system specification that identifies the
system performance/design requirements, identifies all of the system segmen%a
and contract end items and allocates the design requirements to these contract
end items. The system specification represents one of the first important
steps in the system development process. As shown in figure 2 the system
specification is the basis for all of the systiemdesign and development
effort that follows.

From the system specification the individual contract end item
specifications are developed. It ie this preparation of a design
apecification, containing performance/design and test requirements~ that
is &he key to applying syetems management to computer programs. The
design-to specificatio~, or part I cemputer proEram contract end it,em
(CPCEI) specification, contains all of the performance, design and tesh

6
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requirements for an individual computer program contract end item. The
apecification must identify and define all of the interfaces between the
computer program CEI and other computer program and equipment CF,I[s. The
design specificat,ion,once approved, will centrol the de~elopment of that
computer program. Thas, the computer program CEI wiK1.be designed and
qualified against its individual design specification.

Design Integrity

Throughout the development process the customer (in this case the
government) should actively monitor the contractorfs efforts in developing
the system. If’the contractor is lef’tto work in a vacu~~ as has
happened in the past, the delivered system often does not satisfy the user.
BCI~ the contractor and the customer can benefit from the feedback
provided by an exchange of technical information throughout the design
and development process. In recent years this exchange of information on
militar systems has been provided by the conduct of technical design
reviewsf at the predetermined times in the process. The application of
these design reviews to computer programs~ provides the technical manager
with a tool to assist in establishing the design integrity of computer
programs within a system. The relationship of these design reviews to
the system development process is indicated in figure 2.

System Design Review. The purpose of this first review is ‘tostudy the
contractorcs system design approach. At the SDR a critical examination of
the system design is performed to insure that a proper understandin~ of all
design requirements exists. An analysis of contractor docmentatian in the
form of funct,icmaldiagrams, trade-off study reports, schematic diaErams,
initial design specifications, etc. is conducted. A prime objective of the
SDR is to review the allocation of functional requirements to the various
system segments and contract end items. Thus, for computer programs, the
SDR must insure that only those system design requirements that can be
realistically satisfied by computer programs have been allocated to
cemputer program contract end items (i.e. operational, utility> diagnastic~
etc.). Prior to the conduct of the SDi?,trade-off studies concerning
equipments vs. computer programs must have been completed to provide a
cost effective allocation of design requirements. Satisfactory completion
af the SDR permits completion of the Part I specificaticms (‘tdesigntom
specifications) for all computer program CE_Tts. These specifications
fmm the basis for the second technics1 review in the design process.

Prelimfiary Design Review. The Preliminary Design Review (PDR) i=
usually held within 60 days after the start of the Acquisition Phase. The
preliminary design of’the computer program CEI is in progress based on the
appr~ed *}designtof}specifications far the end item. The purpose of the
PDR is to evaluate the design approach for the end item or group of end
items in light of the overall system requirements; thus, the prime
objective of the PDR is achieving design integrity. A review of the

8



interfaces affecting the computer program contract end item is an
important element of a PDR. Emphasis is placed on verification of
detailed interfaces with equipment and with other computer program
CEIIS. At the PDR the instruction set of the computer to be used must
be firmly established. The programming features of the computer, e.g.
interrupts, multiprocessing, time sharing, etc. must be bown. All
external data formats and timing constraints must be identified. The
computer program storage requirements and data base design are reviewed
for technical adequacy at this time. The structure of the computer
program contract end item is also reviewed at the PDR. During the initial
design process for a complex end item the requirements of the Part I
specification which are function-oriented are allocsted to computer
program components or modules. The allocation of functions to computer
program components within the CPCEI is examined at the PDR. The primary
product of the review at this level is establishing the integrity of the
design approach, verifying compatibility with the Part I specification,
and verifying the functional interfaces with other contract end items
in order that detailed design of the computer program CEI can commence.

Critical Design Review. The Critical Design Review (CDR) is a formal
technical review of the design of the computer program contract end item
at the detailed flowchart level. It is accomplished to establish the
integrity of’the computer program design prior to coding and testing.
This does not preclude any coding required prior to the CDR to demonstrate
design integrity, such as testing of algorithms. In the case of a complex
computer program CEI, as the design of each component proceeds to the
detailed flowchart level, a CDR is held for that component. In this manner,
the CDR is performed incrementally by computer program components and the
reviews are scheduled to optimize the efficiency of the overall CDR for the
end item as a whole. Due to the varying complexity of the parallel design
efforts for computer program CEI components, it would be unreasonable to
delay all of the components being developed to hold one CDR for the computer
program end item.

At the CDR, the completed sections of the Part 11 computer program CEI
specification (detailed technical description) are reviewed along with
supporting analytical data, test data, etc. The compatibility of the CPCEI
design with the requirements of the Part I specification is established at
the CDR. l!Interllinterface ~~ithother CPCEI!s and ltintraITinterfaces

between computer program componenta are examined to insure compatibility.
Design integrity is established by review of analytical and test data,
in the form of logic designs, algorithms, storage allocation and associated
methodology. In general, the primary product of the CDR is to establiah the
design and development accomplished as the basia for continuationof the
computer program development cycle. Immediately following the CDR, coding
of individual components takes place and the process of checkout and
testing of the components begina.

9



First Article Configuration Inspection. When the design and testing
of the computer program CEI is essentially completed, the Part 11
Specification is available for review. The Fart 11 apecification
provides s complete and detailed technical description of the computer
program CEI “as built” and functions as the primary document for use by
programmers in correcting errors and designing changes to the computer
program CEI. The technical accuracy and completeness of the Part 11
epeeifieaticm musk be determined prim’ to acceptance of the document by
the Air Force. The First Article Configurati.onInspection (I!4CI)provides
the vehicle for the required review of the Part 11 .specificaiionand is an
audit of the Part 11 specifisation and the cmputer program CM as delivered.
The primary prcxiuctof the FACI is the formal acceptance by the Air Force
of the Part 11 specifieation as an audited and approved document. Air
Force acceptance of the computer program CEI for Category 11 testing is
based on the successful eompletion of the Category I Test Program and the
FACI, but it does not relieve the contractor from meeting the requirements
of the system specification. Subsequent to FACZ, the configuration of tha
computer program CEI is essentially controlled at the umchine instruction
level so that the exact configuration is available for Category 11 system
teatiing.

De3ign Verification

Testing, as defined by the Air Force, is divided into three classes
or categories of’testing, two of which, Category I and 115 ara important
in development testing of Air Force systems and will be discussed hers.
Category I tests for computer program CEI!~are conducted by the contractor
and will normally proceed in suck a way that testing and functional
demonstrations of selected functions or individual computer program
components can begin early during acquisition and progress through
successively higher levels of assembly to the point at which the comPlete
computer program CE.Iis subjected to formal qualification testing. Sines
the total process is typically lengthy and represents the major expense
of computer program acquisition for the system, the test program includes
preliminary qualification tests at appropriate stages for farmal review
by the Air Force. Wile the tests are preliminary in nature (they do not
imply acceptance or formal qualification), they do sene the necessary
purposes of’providing check points for monitoring the contractor~s
progress towards meeting design objectives and of verifying detailed
performance characteristics which, because of sheer numbers and comp~exitya
may not be fessible to verify in their entirety during formal qualification
testing. Eategory 11 tests are complete system tests, including the
qualified computer program end items, conducted by the Air Fcrce with
contractor support in as near an operational configuration as is practicable.
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Category I (Qualification) Testing. The Category I test program
verifies that the computer program contract end item satisfies the
design/performance requirements of the Part I “design to” specification.
The Category I test program must be designed to insure that all of the
functional requirements, as translated into computer program components,
are testealand that requirements are not lost in the translation. The
program is divided into two major classes of tests: Preliminary
Qualification Tests (PQT) and Formal Qualification Tests.

Preliminary Qualification Testing (PQT). Preliminary qualification
tests are designed to verify the performance of individual components prior
to an integrated formal qualification of the complete computer program CEI.
The PQT phase is conducted incrementally by components in the same manner
as the Critical Design Review. Figure 3 depicts the relationship between
CDR and the Category I test program. The crosshatched blocks in Figure 3
indicate coding of individua1 computer program components. The
Prelimtiary Qualification Tests are modular and a “building blOck”
effect occurs as testing progresses. As each computer program component
is added and each PQT conducted, increased confidence develops in the
computer program CEI being tested.

Formal Qualification Testing (FQT). Formal qualification tests
represent the fnal step in Category I testing of a computer program CEI.
They insure that the complete CEI actually meets the Part I specification
performance requirements. Howeverj the necessity for formal qualification
places more stringent requirements on the computer program!s“environment”;
it must now leave the confines of an artificial world and enter the realm
of the real world.

Qualification testing of a complex computer program contract end
item requires extensive uae of simulation techniques. The use of these
techniques is dictated by the high cost of providtig overhe?d computer
facilities or by the unavailability of new computers undergoing a parallel
design and development effort. Although Preliminary Qualification Teats
wi11 make maximum use of simulation techniques, the Formal Qualification
Testa will generally require live inputs, live outputa and operationally-
configured equipment. A prerequisite, then, of FQT is usually the
installation and checkout of the computer program CEI in an operationally.
configured system at the Category II test site. To provide reliable
data during FQT of a computer program CEI, fully installed and checked out
equipment should be available. Subsequent to installation and checkout
of the computer program CEI, FQT is conducted. The conclusion of FQT
signals the end of the Category I test program. The computer program CEI
should be fully qualified and a11 of the requirements of the Part I
specification should be satisfied except for those requirements of the
Part I specification that can only be demonstrated during a Category II
system test. After successfully passing this phaae of testing, the computer
program is fully integrated into the system and is ready for system testing.
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Category II (System) Testing. At the conclusion of Category I
teatiw, the Air Force conducts an extensive Category II system test
progra~-with the objective of demonstrating that the system meets
system performance/design requirements of the System Specification.
Insofar as the computer programs are concerned, Category II testing
will verify their compatibility with the system and their integrated
performance in meeting system requirements in the live environment,
with operational communications, personnel, etc. Residua1 and design
errors discovered in this phase of testing are corrected by the
contractor prior to the system becoming operational.

SOMZ TYFICAL EXAMFLES

An Expensive Education

In the past the Air Force has had some painful experience in the
acquisition of computer based systems. In the acquisition of one recent
large computer baaed system, problems generated in the development of the
information processing segment proved so great that they prevented the
sj-stemfrom becoming operational. One of the factors that contributed to
the failure of the project was the lack of a system specification. As a
resuit no explicitly defined nor commonly understood set of system
objectives was established. Consequently, specific system requirements
could not be allocated to individual computer programs. The design docu-
ments for the computer programs were generally not definitive enough and
not subject to controls. The net effect was that a design requirements
baseline was never established. The contractor was, to a certain degree,
left to design and develop the computer programs on his own without
detailed guidance and feedback from the Air Force resulting in computer
programs that never did satisfy the users requirements even after repeated
redesigns. The cost of the computer programs grew to five times the
originz1 estimates during the design and development. When the decision
was made to delete the system from the inventory approximately .$27,000,000
had been spent on the system, of which about S5’%represented computer
program costs, and additional funds were needed to meet the system
requirements. Even those elements of the system that operated properly
suffered from inadequate and inaccurate documentation and thus could not
be used to maximum effectiveness. It cannot be claimed that the use of
a specific technique or group of techniques would have solved all of the
problems associated with this system. It is clear, however, that the use
of a systems approach that included the computer programs would have
greatly increased the probabilityy of achieving the design goals.

Some Recent Improvements

BUIC, an acronym for Back-Up Interceptor Control System, is an air
defense system that enhances the survivability of North America!s air
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defemse in a post attack environment. The BUIG system has progressed in
evolutionary steps from the manual BUIC I sysiem to the sophisticated
BUIC 111 syskem thai incorporatss a large medular digital computer. The
BUIC system represents the f’irstattempt at ESD to apply systems management
to a total computer based system.

Draft versions of the ESD Exhibitl on configuration management of
computer programs were applied to the BUIC contracts. The system
spec~.fication identified four computer program contraci end items:
Air Defense Computer Program CEI, Utility Computer Program CEI, System
Exercise Computer Program CEI, and Confidence-Diagnostic Gcmputer Program
CEI. Specific system requirements were allocated ta each of the cumputier’
program CETis and detailed design requirements with qualitative measures,
where possible, were established for each CEI. Fault detection and
ieolatien are typical examples of the requirements placed cm the
Confidence@ agnosilc CEI while requirements such as preparation of
exercise tapes and control of system exercise missions were placed on the
System Exercise CEI, In addition the interfaces between the various
camputer program and equipment CEI}s were defined in the individual
design specifications. Particular emphasis was placed an the interf&ce
between the Air Defense and Confidence/Diagnostic computer programs for
two reasons: first, the unique design of BUIC wherein two programs
operate in parallel (Air Defense and Confidence@ iagnostic) using the
redumdant computer modules creates an exceptional~y comp~ex interface;
second, the Confidence/Diagnosticprogram was written by the computer
manufacturer while the rest of the computer programs were written by a
second contractor.

A Modular Computing System. It was during a BIJIC11 design review
that the full system impact of computer programs was discovered. The
equipment manufacturer had cencluded that the system reliability
requir~ments could not be met with the proposed equipments. Even the use
of system redundancy would noi provide the desired System Mean Time
between failure (MTBF) with the available equipment end items. Analysis
af the madular equipment and the Confi.dence~iagnnsticcsmuputerprograms
led to a computer program-controlled modular computing ~ystem with
redumdant modules. The system, described by Blanton, IS illustrated in
figure 4 and shows the redundant modules. During normal operation the
control of the cemputing modules is shared by two computer programs
operating in paralle~: an operational (Air Defense) program and a back-up
(Confidence/Diagnostic)program. The operational program performs air
defense functions, limited failure detection and system reconfiguration
and startmrer. The back-up program exercises the modules in the back-up
system and detects failures to maintain confidence in the rednndant
modules should they be needed in the }!operational!!system. TO guard
against failures in the !!OperatiOnal~’system remaining undetected for
long periods of time the modules are periodically switched between the
!roPerationalnand %ack-uprr systems. In BUIC the complete failure

.\,
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